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Support Area: Security 
 

1. Title Create and maintain user accounts on server 

2. Code 107885L2 

3. Range This unit of competency applies to support personnel who administer the organisation’s 
servers. A very important task for the administrator or the support personnel of servers 
is to create accounts of users that are allowed to access the system’s resource. This 
UoC assumes servers are standalone and not in directory service environment  

4. Level 2 

5. Credit 3 

6. Competency Performance Requirement 
 6.1 Knowledge for creating and maintaining user accounts on server 
   Possess system troubleshooting skills  

 Possess good knowledge of system logs  
 Possess good knowledge of common server operating systems 
 Possess good knowledge of operating system’s access control 
 Possess basic knowledge of information security 
 Possess knowledge of the organisation’s user security procedures and 

guidelines 

 6.2 Create and maintain user accounts on server 
 Determine the needs of the accounts on server, such as: 

- The role of the user (user, administrator, operator, etc.) 
- Which server, if there are more than one 
- Personal folder for the user 
- Access to server resources 
- Application settings 
- Access rights 

 Login to server with administrative account to create the new account and 
follow the organisation guidelines to setup security settings for the account 
based on the role of the user. Settings include but not limited to the following: 
- Security role of the account 
- Directory and file permissions 
- Password length 
- Change password requirements and duration  

 Set temporary password and set user must-change-password on first login 
 Inform the user of new account details 
 Regularly use system tools or third party tools to determine security and usage 

of accounts, such as but not limited to the following: 
- Accounts involved with unusual activities 
- Attempt to access unauthorised resources 
- Accounts locked out 
- Unused accounts 

 Handle unusual account activities in accordance to the organisation guideline, 
such as escalating to supervisor  

 Verify unused accounts and follow the organisation procedures to perform 
clean-up activities, such as remove account, revoke permission, etc.  
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 Document and record all actions performed on user account in accordance 
with the organisation guidelines 

 6.3 Exhibit professionalism 
   Apply system administrator ethics and exercise due diligence when 

administering user accounts on servers 
 Exhibit security attitude but balance the needs of users with the organisation 

security needs when administering system user accounts, as well as securing 
the server 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Understand the needs for creating new accounts 
 (ii) Use appropriate system tools to create accounts, perform correct configurations, 

setup correct access rights to server resources and provide sufficient details and 
guidance to user that enabling him/her to access the server 

 (iii) Monitor account usage and account irregular activities and take corrective actions  
to maintain accounts current  and secured on the server 

8. Remarks  
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Support Area: Security 
 

1. Title Configure user access control on server 

2. Code 107886L3 

3. Range This unit of competency applies to support personnel who administer the organisation’s 
servers. To access resources on a server the user will need appropriate access rights 
which administrator will need to configure. Access control in modern servers has 
pre-configured access control in form of  different roles or via traditional access 
rights.  

4. Level 3 

5. Credit 3 

6. Competency Performance Requirement 
 6.1 Knowledge for configuring user access control on server 
   Possess system troubleshooting skills  

 Possess good knowledge of system logs  
 Possess good knowledge of common server operating systems 
 Possess good knowledge of operating system’s access control 
 Possess basic knowledge of information security 
 Possess knowledge of the organisation’s user security procedures and 

guidelines 

 6.2 Configure user access control on server 
 Determine what role the user is allocated by the organisation, for example: 

- Administrator 
- Backup operator 
- Application administrator 
- Read only analyst 

 Use server management tools to assign the role to the user’s account  
 Determine resource access permitted for the user, such as but not limited to 

the following: 
- Local logon 
- Internet access 
- Remote logon 

 Use server tool to configure user accounts with allowed access   
 Create a check list of access control setting for each shared resources and/or 

object, such as but not limited to the following: 
- Printers 
- Folders 
- Files 
- Applications 

 Configure the allowed access and level of access (Read, Write, Execute, etc.) 
to each object and shared resource 

 Document and record all user access setting and configuration for reference 
 6.3 Exhibit professionalism 
   Comply system administrator ethics and exercise due diligence when 

administering user accounts and access control on servers 
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 Exhibit security attitude but balance the needs of users with the organisation 
security needs when setting user access control as well as protecting the 
server 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Determine and setup the role of the user that matches his/her access on the server 
 (ii) Identify all the individual objects, shared resources on the server which the user 

requires access to 
 (iii) Setup and configure correctly the user’s access control on the server 

8. Remarks  
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Support Area: Security 
 

1. Title Administer basic network security 

2. Code 107887L3 

3. Range This unit of competency applies to support personnel who administer the organisation’s 
network security on their regular day to day duties. The duties include supporting users 
request for network access and ensuring the network is protected in accordance with the 
organisation’s requirements. The organisation network infrastructure, in this context, is 
a small or simple type which may consists of one perimeter firewall, WAN Internet 
router, wireless LAN Access Point (AP) for mobile clients, one central switch and a 
number of group switches with hosts (workstations or servers) connected. Network 
services may include: file service, network printing, Virtual Private Network (VPN) or 
remote access, etc. 

4. Level 3 

5. Credit 3 

6. Competency Performance Requirement 
 6.1 Knowledge for administering basic network security: 
   Possess good communication and interpersonal skills 

 Possess network troubleshooting skills  
 Understand system and network monitoring equipment logs  
 Able to operate the organisation network devices 
 Possess broad knowledge network function and features of network devices 
 Possess knowledge of threats and the importance of network security 
 Possess knowledge of the organisation’s network security procedures and 

guidelines 

 6.2 Administer basic network security 
 Comprehend the organisation’s network infrastructure, daily activities list and 

security policies  
 Determine the network security status including but not limited to the 

following: 
- Network devices are operating normally via visual check, including: 

power lights are on, cables are not loose 
- Review monitoring and system logs and audit reports to ensure no 

unauthorised access or irregularities 
- Ensure Internet security (antivirus, anti-spyware) filtering/detection 

systems are still effective and up to date  
- When irregularities are detected, analyse, evaluate and handle 

irregularities in accordance with the organisation’s procedures, seek 
assistance if necessary. Actions may include: 
► Adjust firewall rules,  
► Change wireless AP security passwords.   
► Segregate guest mobile users, if necessary 
► Train users on network security functions 
► Adjust access control on network resources 
► Report irregularities to supervisor 
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 Facilitate user’s request to define and configure suitable level of network 
access on network controlling devices but ensure it conformed to the 
organisation security specifications 

 Regularly perform security patches and updates of network devices when 
required 

 Regularly review and evaluate the network security to ensure it is well 
protected and conforms to the organisation needs and complied with 
regulatory requirement, if any 

 Document actions/changes to the network in accordance with the 
organisation’s procedures. Consult with colleagues and supervisors when 
required 

 6.3 Exhibit professionalism 
   Ensure network security complied with the organisation and regulatory 

requirements 
 Exhibit security attitude but balancing the need of users with the security need 

when administering the network security  
 Well converse with industry network security best practices and keep updated 

with trends of network security 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Analyse security logs and reports to determine security irregularities 
 (ii) Handle and rectify network security irregularities in accordance with the 

organisation procedures  
 (iii) Set the correct level of network access for users in accordance with the 

organisation procedure 

8. Remarks  
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Support Area: Security 
 

1. Title Administer system security 

2. Code 107888L3 

3. Range This unit of competency applies to support personnel who administer the organisation’s 
system security on client devices. The duties of support personnel includes installing 
various security applications, performing various system configuration and setting to 
protect the system from loss of information (user and organisation) and different 
network security risks. Client devices mainly refer to personal computers, notebooks 
and business tablets 

4. Level 3 

5. Credit 3 

6. Competency Performance Requirement 
 6.1 Knowledge for administering system security 
   Possess good communication and interpersonal skills 

 Possess system troubleshooting skills  
 Possess good knowledge of system and network logs  
 Possess good knowledge of common operating systems 
 Possess broad knowledge on functions and features of network devices 
 Understand network security and system security risks 
 Possess knowledge of the organisation’s security procedures and guidelines 

 6.2 Administer system security 
 Comprehend the organisation’s system security requirements and system 

security plan, including but not limited to the following: 
- List of authorised personnel/users that can access the system 
- Level of access/tiered access, or what each user is allowed and not 

allowed to do on the system 
- Access control methods, or how users will access the system (user 

ID/password, digital card, biometrics) 
- System setting and application needed to strengthen the system and how 

weaknesses are handled 
- Which system required system backup and what type of backup procedure 

to apply 
- Network security settings and configurations 

 Install the required security application, such as: 
- Antivirus and spyware protection applications 
- Personal firewall 
- Malware protect application 

 Configure and set remote access and support function according to the 
organisation guideline and procedure 

 Configure network and firewall  according to the organisation’s guideline  
 Create and setup user accounts in accordance with organisation security 

requirements 
 Review files security settings and modify access and read/write permissions 

to match user’s role.  
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 Regularly perform backups, system security checks, system updates 
 Monitor and record security checks 
 Document and record details of installed applications, configurations, settings, 

risks for system audit, maintenance and support purpose 
 6.3 Exhibit professionalism 
   Exhibit security attitude but balance the need of users with the organisation 

security need when administering system security  

7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Comprehend the system security plan 
 (ii) Install the required security applications, correctly configure and perform 

appropriate setting that complied with the security plan   
 (iii) Perform scheduled system security checks, system update and document system 

changes in accordance with the organisation’s guidelines and procedures 

8. Remarks  
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Support Area: Security 
 

1. Title Administer basic website security 

2. Code 107889L3 

3. Range This unit of competency applies to support personnel who are responsible to administer 
security of the organisation’s website under the direction of supervisor. The server on 
which the website resides on, either locally or remote hosted should be protected from 
hackers, virus, unauthorised access, hijacked. Monitor and validate the web page, 
scripts, SQL commands used does not have vulnerabilities for malicious attacks which 
can affect the organisation’s network or systems or theft of the organisation’s business 
data. 

4. Level 3 

5. Credit 6 

6. Competency Performance Requirement 
 6.1 Knowledge for administer basic website security 
   Knowledge of different website security risks and the importance of website 

security protection 
 Understand the use of website security audit tools    
 Possess a broad knowledge of server and network security  
 Possess good knowledge of the organisation’s security requirements and 

policies 
 Possess good knowledge of website protection technologies and trends 
 Possess good knowledge of installing and configuring hardware and software 

 6.2 Administer basic website security 
 Work with the supervisor to identify the security needs of the organisation’s 

website, including but not limited to the following: 
- Website functionality 
- Access requirement of transactions, visitors and users 
- Operating Systems weaknesses 

 Secure the server of the website with installation of site certificate, regular 
system patches and updates, antivirus, anti-spyware protection and updates 

 Configure web server securely with required functionality and features only 
 Secure website transactions with encryptions 
 Set access control of server and database to those needed access only 
 Work with website content development team to ensure scripts and web 

applications are vulnerabilities free 
 Regularly use monitoring and audit tools to test and monitor vulnerabilities of 

the website 
 Perform regular offline backup of the website 
 Continue to develop or help to secure procedure to secure the organisation’s 

website that comply with the organisation security requirements 
 6.3 Exhibit professionalism 
   Committed to protect the organisation’s assets  

 Exhibit security attitude but balance the business needs against the security 
need when administering the website security  
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 Well versed with industry network security best practices 
 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Secure the organisation’s website that complied with the organisation’s 
requirement  

 (ii) Use audit and monitoring tools to reduce the website vulnerabilities   
 (iii) Set the correct level of network access for users in accordance with the 

organisation procedure 

8. Remarks  
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 Support Area: Security 
 

1. Title Administer perimeter firewall 

2. Code 107890L3 

3. Range This unit of competency applies to IT personnel who administer the organisation’s 
network security; particularly the perimeter firewall which protects the organisaton 
internal network from the external network. The administering tasks of these IT 
personnel include but not limited to: maintain firewall filtering rules, monitor security 
logs, perform maintenance of the firewall, ensure the firewall is always on, etc.  

4. Level 3 

5. Credit 3 

6. Competency Performance Requirement 
 6.1 Knowledge for administering perimeter firewall: 
   Possess good communication and interpersonal skills 

 Possess detailed knowledge of network security and different risks  
 Possess detailed knowledge of firewall concept 
 Possess good knowledge of operating firewall and monitoring equipment  
 Understand the organisation’s network security requirements and policies 
 Well updated with network security threats, technologies and trends 

 6.2 Administer perimeter firewall  
 Perform regular monitoring of perimeter firewall to ensure it is fully 

functioning.  
 Perform reconfiguration of settings when required. Configuration settings that 

affect security of the network must follow the organisation guideline and 
procedures before action 

 Manage firewall filtering rules to match the organisation’s and process users 
needs, including: 
- Create new rules 
- Amend existing rules 
- Remove redundant and conflicted rules 

 Regularly review the list of filtration rules to verify rules still effective and are 
being used. Cleanup unused rules to maintain efficiency and performance of 
the firewall 

 Regularly monitor and review access logs to ensure no security breach  or 
any irregularities. When irregularities found, escalate to supervisor and 
investigate 

 Assist supervisor to review operation procedures, such as “filtration rule 
change” requests 

 Perform backup of firewall database after any change of settings or filtering 
rules 

 Document all changes (configuration, rules) and actions performed on the 
firewall in accordance to the organisation standards 

 6.3 Exhibit professionalism 
   Ensure perimeter protection complied with the organisation guideline 
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 Exhibit security attitude but balancing the need of users with the security need 
when administering the perimeter security  

 Well converse with industry network security best practices 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Set up the firewall that matches the organisation business requirements and 
securely protect the internal network from external environment 

 (ii) Use the firewall monitoring facilities or security log to monitor irregular activities 
 (iii) Follow the orgnaisation’s procedures to document all changes and actions made on 

the firewall 

8. Remarks  
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Support Area: Security 
 

9. Title Strengthen workstation protection 

10. Code 107891L3 

11. Range This unit of competency applies to support personnel who are responsible for securing 
client workstation. Workstations are vulnerable to local and external threats, they need 
to be protected from as much as these threats as possible. Most organisation will have 
different protection procedures which support personnel need to setup before allowing 
user to access the workstation. This UoC illustrates some of the protection tasks and it 
is by no means exhaustive.  

12. Level 3 

13. Credit 3 

14. Competency Performance Requirement 
 6.1 Knowledge for strengthening workstation protection 
   Possess system troubleshooting skills  

 Possess detailed knowledge of security features and functions of the 
organisation’s operating systems 

 Possess good knowledge of system security concepts 
 Possess good knowledge of computer hardware and system software  
 Possess knowledge of the organisation’s security procedures and guidelines 

 6.2 Strengthen workstation protection 
 Comprehend the organisation’s guideline for workstations protection to 

configure the user’s workstation. Systematically setup and configure 
protection features on the workstation 

 Setup physical security protection, including but not limited to the following: 
- Lock the CPU unit to prevent opening of the case 
- Affix a chain lock (Kensington lock) to secure position for notebooks 

 Setup password protection (hardware-level) for access to machine’s BIOS 
 Eliminate or disable unnecessary services. For example: remote access, 

Internet sharing, etc. 
 Remove unnecessary executables and registry entries to prevent attacker 

invoking disabled programs 
 Set user account to  

- “non-administrator” account, to prevent uncontrolled change of system 
settings 

- Avoid multi-user sharing same machine, if possible 
 Set system account policies 

- Minimum length of account password 
- Force change password  
- Set re-used policy 

 Setup screen save to turn off screen and power off system after a predefined 
period of no user activities 

 For systems holding confidential information, setup file encryption and access 
permission 
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 Install and setup anti-virus, anti-spyware and anti-malware scanning and 
handling, such as: 
- Auto and scheduled update of virus definitions 
- Scheduled daily scan 
- Real time protection 
- Anti-virus application which starts on system boot 
- When virus or malware found, clean first (high risk) and quarantine 

second 
 Setup firewall protections 
 Setup auto and scheduled system updates 
 Create a backup image of the workstation before allowing user to use the 

machine 
 Document the system settings and configurations for internal record 

 6.3 Exhibit professionalism 
   Exhibit security ethics and balance the need of users with the organisation 

security needs when setting and configuring security protection of user’s 
workstations 

15. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Comprehend the organisation’s workstation protection guidelines and able to 
configure and setup required security protections  

 (ii) Complete documents of the security settings and configuration in accordance with 
the organisation’s procedures 

16. Remarks  
 


